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Section 1  Executive Summary

Modern RFID applications at the item level require advanced middleware tools to
cope with the huge amount of generated data. However, due to the relative slow
adoption of RFID standards, current middleware solutions are still implemented
on a per-case basis. This fact considerably increases the total cost of ownership
(TCO). ASPIRE consortium aims at solving this and other issues of RFID
deployments by improving state-of-the-art RFID middleware tools. ASPIRE
middleware solutions aim at being lightweight, programmable, user and privacy
friendly, royalty free, open source, and scalable. In order to achieve these goals,
it is first necessary to have a complete literature review and analysis of existing
middleware platforms, architecture approaches and complementary tools. This
deliverable presents a detailed study, review and assessment of the state-of-the-
art Open Source Software (OSS) and proprietary components used in RFID
middleware.

An introductory section (Section 2) provides a general overview of RFID
technology, the motives for advanced middleware platforms and the general
objectives of the ASPIRE project. It also illustrates the importance of this
deliverable, whose purposes are as follows:

e To provide insights on the features, strengths and weaknesses of state-of-
the-art middleware suites. These insights will serve as valuable input
towards devising the ASPIRE middleware architecture, while at the same
time selecting components that could be reused in the scope of the
ASPIRE middleware codebase.

e To identify areas for innovative middleware contributions of the ASPIRE
project, mainly in terms of programmability, configurability, versatility and
privacy-friendliness of the ASPIRE middleware. These contributions will be
specified within other deliverables of this work package (notably D2.3,
D2.4) and accordingly implemented mainly in the scope of WP3 and WP4.

Section 3 is dedicated to RFID OSS middleware whereas section 4 is dedicated to
RFID proprietary (commercial) middleware. Note that while the ASPIRE
middleware should not be directly compared to vendor products, proprietary
suites could provide ideas and design inputs to the ASPIRE architecture and
middleware. The characteristics of each relevant component are described and
matched with ASPIRE expected requirements and specifications. Furthermore,
technological and functional gaps identified between existing components and
ASPIRE SMEs requirements (being part of D2.2) may be listed and could
contribute to final ASPIRE framework specifications. We have found several
limitations in analyzed OSS middleware platforms (e.g. configurable Business
Events Generation (BEG), support for sensors, actuators, integrated development
environments (IDEs) and visual tools, readers connectors and virtualization for
non EPC-RP or EPC-LLRP compliant readers, and end-to-end management) which
will be addressed in the ASPIRE project. As for commercial solutions, resourceful
and with high licensing cost, they do not provide tools for RFID development for
business users. An additional section deals with proposed middleware design
methodologies found in relevant papers. Emphasis is made in those architectures
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that deal with integration of RFID readers and services into wireless mobile
telecommunication networks. These ideas are likely to be explored within the
research to be carried out within WP5 of ASPIRE, which is dedicated to added
value sensing, resource-limited and mobility scenarios. A final section
summarizes our findings and provides recommendations on RFID tools that may
be used to implement the ASPIRE software and middleware. It is concluded, for
example, that the best two OSS candidates to be reused by ASPIRE is the UJF
(University Joseph Fourier) and Fosstrak branches due to the compliance to EPC
standards, their open source nature and the relative size of their developers
community. Several other gaps were found also during the research reported in
this deliverable and that will be adopted in the future by ASPIRE solutions.
Examples of these are the lack of business layer connectors between ALE and
EPCIS services, the lack of appropriate management framework for middleware
components and the lack of architectural, and data processing schemes for
added value sensing parameters.
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Section 2  Introduction

2.1 Whatis RFID?

RFID (Radio-frequency identification) is the generic name given to any type of
system that employs radio frequency (RF) signals for purposes of identification of
objects, animals and humans [1][20][34]. An RFID system consists of tags or
transponders, readers or interrogators, a middleware platform, and the back-end
application servers [11]. Tags are in charge of responding to readers’ requests
via RF signals. Readers are in charge of requesting and collecting data from tags,
and provide information to the middleware platform. The latter one performs, in
turn, aggregation and filtering of unwanted data, and forwards refined
information to upper layers. Finally, application servers collect RFID information
from the middleware and transform it into an event with business meaning. As
compared to optical bar scanners, RFID exhibits excellent recognition rates, high
reliability, low dependency on environment, large storage space, and it doesn’t
need of line-of-sight for a reliable detection [35]. Due to these attributes, RFID
promises to finally break the barrier between the physical world of objects and
the virtual world of software [1].

The origins of RFID technology can be traced back to the 1940s where the
principles behind radar technology and modulation schemes based on reflected
power were first developed [8]. The first RFID system, however, had to wait until
the invention of the transistor in 1948 and the development of integrated circuits
in the 1960s. The 1960s and 70s saw the first commercial application of RFID,
also called EAS system (Electronic Article Surveillance), which is a one-bit RFID
system. Late 70s and early 80s witnessed further advances of integrated circuits
based on CMOS (Complementary Metal-Oxide Semiconductor) technology and
memory gates based on EEPROM (Electronically Erasable Programmable Read
Only Memory) technology. These advances paved the way for multi-bit
transponders, and hence, to new applications of RFID such as toll payment and
access control [8]. Finally, during the last two decades further advances in
microelectronics and radio frequency transceivers (e.g., MMIC- Monolithic
Microwave Integrated circuits) allowed reduction of cost and size, while
increasing the range of passive transponders. These last two facts have, in turn,
facilitated RFID technology to enter into new identification domains at the item
level [8].

2.2 Motives for advanced middleware platforms

Conventional applications of RFID such as access control or toll payment require
a simple and unchallenging middleware solution [1]. New RFID application
domains at the item level, such as inventory control and supply chain
management, generate a wide variety and a huge amount of raw RFID data, thus
requiring more advanced middleware platforms [1]. In addition, RFID passive
technologies suffer from natural impairments such as false positive and false
negatives that require new methodologies to predict and correct detection errors
[1]. Other new application domain of RFID is given by the area called Mobile
RFID. In Mobile RFID, readers are also provided with mobility, which makes the
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technology even more ubiquitous at the expense of new issues such as reader
collision and resource constrained environments. The mobility feature brings up
another potential application of RFID, which is given by added value sensing.
Added value sensing is useful in scenarios where environmental parameters may
provide and extra feature to supply chain management supplications. Therefore,
new middleware platforms need to modify their architectures or procedures so as
to cope with the new sensing data information. Another recent trend in RFID, for
example, is given by the increasing autonomy and processing capabilities of
readers. In the future, middleware solutions for this type of readers will have to
focus on business layers, as conventional filtering, aggregation and context
aware algorithms can be provided by the reader platform itself. Finally, perhaps
two of the main issues in current RFID deployments are related to privacy and
security threats [39]. Future middleware platforms must be able to deal and
solve most of the issues in these areas.

2.3 Middleware functionalities, reader architectures and RFID standards

A middleware, as the name suggest, is a piece of software that lies between a
lower layer processing device or software and an upper layer server or software,
usually at the application level. Therefore, in RFID the middleware platform
serves as a connection between the reader or interrogators and the back end
application servers. Typically, an RFID middleware platform performs
aggregation of data across different readers, filtering of unwanted or noisy RFID
data, forwarding of relevant data to subscriber servers or application-level
systems, and persistent storage for context aware and other added value
services [1]. However, an RFID middleware is often given the task of managing,
monitoring and configuring the different readers and interrogators [29].
According to [29] the main functionalities hosted by an RFID middleware
platform can be classified as follows:
e Configuration service set (CSS)

o Network Interface configuration. Discovers and sets reader
networking parameters and identity, e.g. the IP address.

o Firmware management. Distribute and manage firmware version on
readers

o Antenna, Tag population and memory selection. Specify reader
antennas and tag population to be inventoried. In case of tag
memory access, specifies memory fields to be accessed.

o Base Service set scheduling Sets how different BSS services, such
as tag inventory, access, and deactivation, are triggered and
stopped.

o RF transmitter configuration Sets transmit channel, hop sequence,
and transmit power for readers.

o Air Interface Protocol Configuration Configures timing, coding and
modulation parameter of a specific air interface protocol on the
readers.

e« Data processing service set (DPSS)

o Filtering. Removes unwanted tag identifiers from the set of tag
identifiers captured, e.g. based on the product type or manufacturer
encoded in the identifier.
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Aggregation. Computes aggregates in the time domain (entry/exit
events) and the space domain (across reader antennas and readers)
and generates the corresponding ‘super’-events.

Identifier Translation Translates between different representation of
the identifier, e.g. from raw tag object identifier in hexadecimal
format to EPC in URN notation.

Persistent storage Stores RFID data captured for future application
requests.

Reliable messaging Allow RFID data to be delivered reliably in the
presence of software component, system and network failures.
Location/Movement estimation Detects false positive reads of far-
away tags that are outside the ‘typical’ read range and estimate the
direction of movement.

Application Logic execution Interprets the RFID data captured in an
application context and generate the corresponding application
events, e.g. detect whether a shipment is complete.

¢ Monitoring service set (MSS)

O

Network connection monitoring Check that the reader
communicate captured RFID data over the network

RF environment monitoring Check RF noise and interference levels
to safeguard reliable identification operation

Reader Monitoring Check that the reader is up and running and
executing BSS as configured for example via monitoring the number

of successful/-failed read and write operations.

can

Now, not all these functionalities are mandatory to be hosted by the middleware.
This depends on the reader architecture employed. Two types of architectures
can be followed: one in which many of the above functionalities are hosted by
the reader itself, which will be called decentralized reader architecture, and the
one in which all the functionalities, except the basic ones used in the reader, will
be hosted by the middleware platform or a controller appliance (see figures

below).
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Figure 2 Centralized architecture

ASPIRE will mainly focus on centralized architectures. However, within
centralized architectures emphasis will de made on low cost readers with limited
processing functionalities. This work is part of the objectives in WP5.

2.3.1 RFID standards: EPCGlobal and ISO

It is difficult to provide a general classification of RFID systems due to the large
variety of flavors in which they are currently presented. For example, RFID
systems can be classified by their operational frequency: high frequency (HF),
ultra high frequency (UHF), microwave bands, and ultra-wide band. RFID
systems working on each one of these frequency bands have different properties
and potential different applications. For example, it is known that as the
operational frequency increases then the gain of an antenna with fixed physical
dimensions also increases. This means that RFID systems at higher frequencies
can potentially achieve larger reading ranges than at lower frequencies.

Another possible classification of tags is by standard. Standards aim to represent
a set of common technical specifications to be followed by different
manufacturers and hence provide interoperability and common interfaces.
Different standards, thus, are created for different types of applications and
different technical characteristics. In RFID two main types of standard prevail
today: EPC (Electronic Product Code) and ISO (International Standard
Organization). While EPC are slightly biased towards UHF tags for item level
applications, ISO standards are biased to HF and LF tags for different kind of
applications such as access control and animal tracking. Table 1 presents a
classification of tags based on the different standards and the main
characteristics of each one of them.
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TECHNOLOGY BAND | RANGE DATA CONFIDENTIALITY INTEGRITY AVAILABILITY
(meters)
EPC Class 0/0" | UHF 3 64-or 96 | None in standard Parity bit. Identification rate
(supply chain) bits RIW CRC error | >1000 tags
block detection
EPC Class 1 | UHF 3 64-or 96 | None in standard Commands Lock command
Generation 1 bits R/W have 5 parity | permanent and not
(supply chain) block bits protected
CRC error
detection
EPC Class 1| UHF 3 R/W Masked reader to tag | CRC error | Numerous readers
Generation 2 block communications using | detection can operate in
(supply chain) the one time pad stream dense
cipher configurations
Tags addressed by 16-
bit random numbers
ISO/IEC LF <0.010 Up to 1 | No protection on the | CRC error | None in standard
18000-2 Kbyte read command detection
(item R/W Read talks first protocol | Permanent,
management) No encryption or | factory set 64-
authentication bit ID
Optional,
lockable
identifier code
ISO/IEC HF <2 R/W Reader talks first | CRC error | Multiple tag modes
18000-3 protocol detection are non-interfering
(item 48-bit password | No write
management) protection on read | protection in
command Mode 2
Quiet response in which | Mode 2 has
tags won’t respond to | 48 bit
readers password on
write
commands
ISO/IEC LF <0.10 64-bit Reader talks first | Retagging None in standard
11784-11785 identifier | protocol counter
(animal tracking) Tags addressed by 16- | CRC error
bit random numbers detection
ISO/IEC HF <2 R/W Reader talks first | CRC error | Probabilistic/slotted
10356 protocol detection random anti-
(contactless smart Masked reader to tag collision algorithm
cards) communications Multiple tag modes
Tags addressed by are non interfering
random number
Quiet mode
ISO/IEC HF 15 Up to | No protection on the | Optional Optional Password
15693 1kbyte read command protections on | protection on the
(vicinity smart R/W No onboard encryption | write lock command
cards) or authentication command
Error
checking on
air interface

Table 1 Different types of tags and their technical characteristics [41]

Since EPC standards look more promising for tackling item level applications in
the UHF bands, particular emphasis will be made in this deliverable on
middleware platforms that deploy this set of standards. The EPC set of standards
is mainly concerned with the processing of data in centralized RFID architectures.
ID: ASPIRE_D2.1.RE-submit 12.01.2010.doc Date: 14 April 2009
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This means that this set of standards assumes that a central node or core is in
charge of the coordination, configuration, collection and other functions of the
platform. In Error! Reference source not found. we can observe the
architecture framework proposed by EPC. The modules are divided into three
general functionalities: Identification, capturing and exchange. These
functionalities more or less resemble those of the OSI (Open System
Interconnection) model. For example the identification modules are concerned
with the format and mapping rules to handle identification strings and other
parameters required by upper layer protocols. The capture functionality covers
physical, medium access control and link layer parameter definition (e.g. the tag
protocol). Going up in the architecture reference model in Figure 1, the capture
functionality also includes reader protocols that define the rules, cycles, and
report formats for reader or interrogators to pass information to the middleware
platform. The main core of the middleware, namely the filtering and collection
module, is then defined by the ALE (Application Level Event) standard, and
further complemented for the communication with upper business layers by the
EPC Information Services (EPCIS) standard.

Architecture Framework

Certificate Profile Pedigree

Object Name Service (ONS) Exchange

EPC Information Services (EPCIS)

Application Level Events (ALE)

Reader Management [ [N@/7iT

Low-Level Reader Protocol (LLRP) Reader Protocol

Tag Protocol - UHF Class 1 Gen 2 J :

Tag Data Translation

Identify

: Data Interface Standards
g Standards Standards ‘J in development

Figure 3 EPC Set of Standards
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2.4 ASPIRE objectives

The research carried out in ASPIRE will provide a radical change in the current
RFID deployment paradigm through innovative, programmable, royalty-free,
lightweight and privacy friendly middleware. This new middleware paradigm will
be particular beneficial to European SMEs, which are nowadays experiencing
significant cost-barriers to RFID deployment.

European networked enterprises in general and SMEs in particular are still
reluctant to adopt RFID, since they perceive RFID as unprofitable or too risky.
This is largely due to the fact that the adoption of RFID technology incurs a
significant Total Cost of Ownership (TCO). ASPIRE will significantly lower SME
entry costs for RFID technology, through developing and providing a lightweight,
royalty-free, innovative, programmable, privacy friendly, middleware platform
that will facilitate low-cost development and deployment of innovative RFID
solutions. This platform will act as a main vehicle for realizing the proposed swift
in the current RFID deployment paradigm. Portions (i.e. specific libraries) of the
ASPIRE middleware will be hosted and run on low-cost RFID-enabled
microelectronic systems, in order to further lower the TCO in mobility scenarios
(i.e. mobile warehouses, trucks). Hence, the ASPIRE middleware platform will be
combined with innovative European developments in the area of ubiquitous
RFID-based sensing (e.g., physical quantities sensing (temperature, humidity,
pressure, acceleration), mobile, low-cost), towards enabling novel business cases
that ensure improved business results.

The ASPIRE RFID middleware paradigm, as well as the unique and novel
characteristics of the ASPIRE RFID middleware platform requires a set of OSS
components which will be researched in existing OSS communities or developed
by the Consortium. Specifically, ASPIRE will create a core (OSS based)
middleware infrastructure, which will be appropriately enhanced with a set of
programmable features/functionalities and associated tools. The ASPIRE core
middleware infrastructure will attempt to overcome the limitation of existing OSS
middleware platform for RFID applications. Nevertheless, ASPIRE will attempt to
license and reuse components from existing middleware suites, which a view to
economizing resources and allocating them in features that are not currently
available as part of the state-of-the-art RFID middleware suites. As a result this
deliverable reviews state-of-the-art middleware, with a dual objective:

e First, to provide valuable input to the ASPIRE architecture, as well as to
ASPIRE middleware reuse tasks. Indeed, ASPIRE developers will consult
this deliverable in order to identify potential reuse possibilities. The
deliverable has its confidentiality status set to “Public”, and can therefore
be studied by other contributors to the ASPIRE middleware (e.g., OSS
community developers).

e Second, to facilitate ASPIRE researchers in identifying novel features and
functionalities to be implemented within the ASPIRE middleware suite.
Such features include programmability aspects (to be implemented within
WP4), but also enhancements to the existing EPC-oriented middleware
suites (to be implemented within WP3).
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2.4.1 Open-source software (OSS)

As defined by wikipedia, Open source software (OSS) is computer software for
which the source code and certain other rights normally reserved for copyright
holders are provided under a software license that meets the Open Source
Definition or that is in the public domain. This permits users to use, change, and
improve the software, and to redistribute it in modified or unmodified forms. The
Open Source Definition is as follows

Introduction

Open source doesn't just mean access to the source code.
The distribution terms of open-source software must comply with the following
criteria:

1. Free Redistribution

The license shall not restrict any party from selling or giving away the
software as a component of an aggregate software distribution containing
programs from several different sources. The license shall not require a
royalty or other fee for such sale.

2. Source Code

The program must include source code, and must allow distribution in source
code as well as compiled form. Where some form of a product is not
distributed with source code, there must be a well-publicized means of
obtaining the source code for no more than a reasonable reproduction cost
preferably, downloading via the Internet without charge. The source code
must be the preferred form in which a programmer would modify the program.
Deliberately obfuscated source code is not allowed. Intermediate forms such
as the output of a preprocessor or translator are not allowed.

3. Derived Works

The license must allow modifications and derived works, and must allow them to
be distributed under the same terms as the license of the original software.

4. Integrity of the Author's Source Code

The license may restrict source-code from being distributed in modified form only
if the license allows the distribution of "patch files" with the source code for the
purpose of modifying the program at build time. The license must explicitly
permit distribution of software built from modified source code. The license may
require derived works to carry a different name or version number from the
original software.

5. No Discrimination Against Persons or Groups
The license must not discriminate against any person or group of persons.
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6. No Discrimination Against Fields of Endeavor
The license must not restrict anyone from making use of the program in a
specific field of endeavor. For example, it may not restrict the program from
being used in a business, or from being used for genetic research.

7. Distribution of License
The rights attached to the program must apply to all to whom the program is
redistributed without the need for execution of an additional license by those
parties.

8. License Must Not Be Specific to a Product

The rights attached to the program must not depend on the program's being part
of a particular software distribution. If the program is extracted from that
distribution and used or distributed within the terms of the program's license, all
parties to whom the program is redistributed should have the same rights as
those that are granted in conjunction with the original software distribution.

9. License Must Not Restrict Other Software
The license must not place restrictions on other software that is distributed along
with the licensed software. For example, the license must not insist that all other
programs distributed on the same medium must be open-source software.

10.License Must Be Technology-Neutral
No provision of the license may be predicated on any individual technology or
style of interface.

2.5 Scope and organization of the document

This deliverable presents a summary and assessment of the state-of-the-art
RFID middleware platforms. The assessment is by no means exhaustive as a
detailed evaluation of each platform requires a complex methodology (e.g. [25]
and [14]), procedures, and standard metrics that constitute a whole research
project by their own and that in some cases have not been well defined in the
literature. Instead we will present the assessment of interesting features for
ASPIRE such as architectural innovative approaches, flexibility for reusability,
standard compliance, user friendliness, etc. In summary, the aims of this
document are the following:

e To provide insights on the features, strengths and weaknesses of state-of-
the-art middleware suites. These insights will serve as valuable input
towards devising the ASPIRE middleware architecture, while at the same
time selecting components that could be reused in the scope of the
ASPIRE middleware codebase.

e To identify areas for innovative middleware contributions of the ASPIRE
project, mainly in terms of programmability, configurability, versatility and
privacy-friendliness of the ASPIRE middleware.

ID: ASPIRE_D2.1.RE-submit 12.01.2010.doc Date: 14 April 2009
Revision: 1.8 Security: Public
Page 16/62



Contract: 215417
Deliverable report - WP2/D2.1

The organization of this deliverable is as follows: Section 3 is dedicated to the
evaluation of the following OSS middleware platforms: Fosstrak (previously
Accada), Rifidi, Singularity, RadioActive, Mobitec, UJF RFID Suite, Logicalloy, and
SJS RFID Suite. Section 4 focuses on the following proprietary platforms: iMotion
from GlobeRanger, Websphere from IBM, Integration Platform from Manhattan
Associates, OAT Foundation Suit from OAT Systems, Sensor capabilities from
Oracle, NetWeaver from SAP, SmartChain from Savi Technology, and RFID
Intechange from Tibco Software. Section 5 is dedicated to other approaches to
middleware design that have been reported in papers and other publications and
that are not included under the classification of OSS or Proprietary. Since details
of these platforms are not very well known only a brief reference is made to their
main characteristics and their innovative features. Emphasis is made on
platforms that deal with issues found in mobile RFID deployments. This section
provides an initial approach to the work to be developed in WP5. Finally, the last
section summarizes our findings.
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Section 3  State-of-the-art OSS Middleware Platforms

3.1 Overview

Some OSS RFID middleware platforms are already available even if they do not
match completely what customers expect from them. Additionally, they usually
do not implement completely or even correctly all available specifications, which
are defined by EPCglobal. This is very essential in the design of the ASPIRE
middleware, as the compliance to the standards is mandatory to achieve its goal
and to support open loop systems. To benefit from existing solutions, we need to
have a look at their features but also to the kind of customers who may be
interested by those features. As part of our effort towards the best evaluation of
the existing OSS RFID middleware, we installed and tested each one of them, as
long as it was available. Thus, we were able to have a hands-on experience and,
as a consequence, a better understanding of how they operate and also their
pros and cons. We paid greater attention on the Fosstrak (previously Accada)
and on the UJF software, which are the most complete and thus promising for
inclusion in the ASPIRE project.

The following table summarizes the standards compliant systems of the OSS
RFID middleware platforms that we were able to test and evaluate. The next
section will provide more information about each one of them.

Available Implementations Applied EPCglobal Standards
ONS EPCIS ALE RM LLRP RP TP
Fosstrak (previously Accada) X X X X X
Rifidi * X X
**Singularity X X X
RadioActive X X X X
Mobitec X X X
UJF RFID Suite X X * % X X X
*|ogicalloy (c';a;ttf:L) X X
SJS RFID Software X

Table 2. Standards compliance of OSS RFID middleware platforms

* The Rifidi project can be connected and used with the Logicalloy ALE server
** The UJF RFID Suite uses the Singularity ALE server
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3.2 Fosstrak (previously Accada)

URL : http://www.fosstrak.org Editor/Main contributor : ETH
Module versions: Platform client : Web/Desktop Client
e Reader module: 0.5.0 Platform server : OS portable
e Filtering and collection module:
1.0.2

e EPCIS module: 0.4.2

e Tag data standard: 0.9.0
License : LGPL
Language: Java

Description

Fosstrak is an open source RFID prototyping platform that implements the EPC
Network specifications (see also [1]). It is intended to foster the rapid
prototyping of RFID applications and to accelerate the development of an
Internet of Things. The Fosstrak platform consists of three separate modules: the
reader, the filtering and collecting middleware and the EPC information service
(EPCIS) module. These modules implement the corresponding roles in the
EPCglobal Network and have been identified by the Aspire partners as a strong
candidate for inclusion in the implementation of the Aspire middleware.

Features Strong and weak points

- Complete implementation of the EPCglobal defined
standards

- Java interface that hides communication with a
reader instance

- Configuration engine that allows the developer to
specify a reader configuration in a configuration file QO Medium sized

- Java interface that hides communication with ALE development community
server

&¥ Complete implementation
of the EPCglobal protocol stack

. 9 Currently in alpha version
Compliance : EPCglobal

Architecture overview

EPCIS Repository

EPLCIS Capture EPCIS Guery
Interface Interface

EPCIS Capturing EPCIS Accessing
Application Application

Filtering & Collection
{ALE) Interface

Filtering & Collection
(RFID Middleware)

I Reader Protocol

| RFIDReader |

Figure 4 Fosstrak architecture
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Evaluation

- community : Good: Medium sized development community

- use case coverage : Does not apply as it is a library implementing a specification

- extensibility: Excellent: It is a library that can be utilized in every third party
application

— set-up costing : There is no cost acquiring the library. There is a cost in the
development effort required to build an application that uses this library.

3.3 RIFiDi

URL : http://www.rifidi.org Editor/Main contributor : -

Version: 1.4 Platform client : OS portable
License : LGPL Platform server : OS portable

Language: C, Java

Description

The mission of the Rifidi project is to build a complete open source RFID
hardware emulator. A hardware emulator is defined as software that mimics a
hardware platform. They are usually used for development of applications and
are especially popular in the embedded development industry. Rifidi’s goal is to
take the intangibles out of RFID development and to make Rifidi the First and
Best tool for testing and developing RFID systems.

Features Strong and weak points

- LLRP Virtual Reader Support Edae Server Compatibilit
- Eclipse Based IDE ‘&) Edge Server patibility

- Web Services Based Reader Emulation Engine & Tag Streaming Utility to
- Wizards for configuration mimic the flow of RFID data

& Alien ALR 9800 Gen 2
Reader Emulation

& Lightweight XML-RPC
Reader Engine

9 Too focused on the
physical layer

9 Currently only available in
beta version
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Architecture overview

RiFiDi Emulator Engine

Eclipse Based Data Emulation Layer
Modeler
\ Data Flow Controller &

Tag Stream Manager

Custom Real-
Time Ul
Command Line
Control

XML Based
Scenarlos

Data Bus

RFID Device Layer Berkeley

DB

13110.0U0D OLRRUDS
asuaysisiad 122l00

Device Configuration

Device Emulator

2 [ﬂi&

3
‘Communication Protocol Emulator

Edge Servers RFID Tools Custom Apps

Figure 5 RiFiDi architecture

Evaluation
(poor/correct/good/excellent)
- community : correct

- Uuse case coverage : poor

- extensibility : good

— set-up costing : poor

3.4 Singularity

URL : http://singularity.firstopen.org/ Editor/Main contributor : firstopen.org

Version: 1.0 M2 Platform client
License : Apache licence 2.0 Mobile/Desktop/Web Client
Language: Java Platform server : OS portable

Description

Singularity provides an open source EPC-IS that supports the EPCglobal™
specifications, as well as enables successful integration of EPC related
information into the enterprise while the Middleware provides RFID/Sensor
device and event management. Singularity has two major components, the
Middleware and EPC Information Service (EPC-IS). The main goal of Singularity
is to accelerate the evolution and adoption of RFID solutions. RFID Middleware
and EPC-IS provides a platform that reduces entrance barriers, as well as
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provides a base to allow commercial companies to accelerate their product
offerings.

Features Strong and weak points
— Distributed fault tolerant service component
architecture Support X RFID readers. @ Currently only available in

Compliance : EPC Global beta version

Architecture overview

EFPCaglobal
[\ etwork ™ | ERF ] | CRM ]
Internet nterprise Service Bus

Fartners

Service Component Bus

.3

Figure 6 Singularity architecture

Evaluation
(poor/correct/good/excellent)
- community : poor

- use case coverage : poor

- extensibility : correct

- set-up costing : good

3.5 Radioactive Foundation
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URL : http://www.radioactivehqg.org Editor/Main contributor : Radioactive
Version: 1.0 foundation
License : Apache licence 2.0 Platform server : OS portable

Language: Java

Description
The RadioActive Foundation is a group of projects with a single goal: is to
provide a consistent suite of open source applications related to RFID. Its main
objectives are:
e To develop a suite of RFID software that is needed to be in full compliance
of the EPC standards and various other standards.
e To promote the use of RFID technology by providing a low cost access to
RFID software.
e And to be able to compete and surpass any commercial product while
being 100% open source and free
The three main RadioActive projects fall into three major groups:
e Neutrino
The Neutrino project is a set of components used for exchanging EPC related
data between enterprises. It includes an implementation of the ONS, EPc-IS and
DS (not yet released) standards. Its primary purpose is to communicate higher
level "business events" which means it will rarely be used by middleware apps.
Neutrino can even be used in deployments where no RFID reader is needed.
e Fusion
The Fusion project is a generalized middleware system that takes RFID (and
other sensor) input and adds business contexts necessary to add meaning to that
raw sensor input. It implements the ALE, EPC-IS and Reader Protocol standards.
e Graviton
The Graviton project implements the hardware sensor layer of an RFID
deployment. It contains a reader simulator, an implementation of the Reader
Protocol and Reader Management standards.

Features Strong and weak points
- Contains a configuration, policy and management

Interface. @ Very limited activity
Compliance : EPC Global @ No available release
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Architecture overview

Neutrino

Fusion

/ Graviton

Figure 7 Radioactive architecture

Evaluation
(poor/correct/good/excellent)
- community : poor

- use case coverage : poor

— extensibility : unknown

— set-up costing : poor

3.6 Mobitec (CUHK RFID Middleware)

URL : Editor/Main contributor : Mobile
http://mobitec.ie.cuhk.edu.hk/rfid/mid [Technologies Centre (MobiTeC)
dleware/project.htm Platform client : Desktop

Version: 1.0 Platform server : OS portable

License : No information
Language: Java
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Description

CUHK RFID System 1.0 is flexible and cost-effective software complying with
EPCglobal middleware specifications. It follows the architecture framework
specification of EPCglobal and the Application Level Events (ALE) Specification,
Version 1.0. CUHK RFID System 1.0 provides a standard ALE interface for user
applications to access the RFID network. The ALE interface is extended to
support reading and writing of the tag memory. RFID readers can be connected
to the server running this middleware through IP network and RS-232 adaptors.
Through management console of CUHK RFID System 1.0, all readers in the RFID
network can be configured, controlled, managed and monitored. User
applications can be easily developed and integrated with the middleware system.

Features Strong and weak points
- The ALE interface is extended to support reading
and writing to tag memory
- It supports EPC and ISO tag standards
- The middleware also support CUHK CuTag reader
and CuBadge reader which are using active tags 9 No source code available
- All devices connected to the middleware server can
be managed by the management console (is web-
based easy-to-use graphical interface for the
administrator to configure the system and monitor
work status of all system components

& Device adaptors

Architecture overview

Management

Console
Reader
Tao Vie | A :
Tag Viewer |« ‘ w Emulator
Y
_J|ALE | | ALE Engine

User APl Core

gk — — Adaptors - Readers
Applications

Figure 8 Mobitec architecture
Evaluation

(poor/correct/good/excellent)
- community : poor

- use case coverage : poor

— extensibility : poor

- set-up costing : No information
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3.7 RFIDSuite

URL : -
Version: -
License : LGPL
Language: Java

Editor/Main contributor : LIG laboratory,

UJF
University
Platform server : OS portable

Description
RFID Suite is globally architectured on the Edge-Premise-Server model that embeds ALE,

EPCIS and ONS servers in a single software suite.

Features

- EPCIS server
- ALE server

— ONS server

Compliance : EPCglobal

Architecture overview
T ONs
j "‘f;; (W5-based)

/mw&

.-"—'xLL

ShiTp S0k : QOther
sen:ors L"'" JMS SOAP EPCISs
HTTP SCAP
.,’\. / Premise SMTP SOAP
= B % (0SG) EPC IS
REID (JavaEE)
Readers {osm J
Figure 9 UJF RFIDSuite architecture
Evaluation

(poor/correct/good/excellent)
- community : poor

- extensibility : correct

- set-up costing : undefined
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3.8 Logicalloy

URL : http://www.logicalloy.com/
Version: 1.2.1

License : Sleepycat / flexible OEM
Commercial License

Language: Java

Description

Editor/Main contributor : Logi
Platform server : OS portable

cAlloy Inc.

ALE Server is a high performance, easy to use, cost effective middleware solution
that eases the integration of RFID hardware with existing business systems.
Based on EPCglobal architecture [2] and standards [7], it empowers your
organization to quickly comply with mandates without making costly changes to

your existing business systems.

ALE Server comes with built in hardware simulation which allows simulating the
usage of EPCglobal GID-96 tags using your EPCglobal assigned General Manager
Number and internally assigned object class.

Features

- High performance ALE server
- EPC-IS Integration

- Multiple notification channels
- ThingMagic Reader Support

- Web-based administration console

Compliance : EPCglobal

Evaluation

(poor/correct/good/excellent)

- community : poor

- use case coverage : good
- extensibility : good

- set-up costing : good
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3.9 Sun Java System RFID Software

URL : https://sun-rfid.dev.java.net Editor/Main contributor: LogicAlloy Inc.
Version: 3.0 Platform: Windows 2003, Solaris, Red Hat
License : Sun Public Licence Linux

Language: Java

Description

The Sun RFID Software integrates RFID devices into Java EE environments. It
provides infrastructure to integrate, provision and manage readers and printers
and it additionally routes business-level RFID events to backend applications.
The RFID Software consists of three modules: the Event Manager, the
Information Server and the Management Console. The RFID Event Manager
processes streams of tag data coming from networked readers. It performs the
filtering, aggregation, and counting of tag ID's. It also connects to back-end
systems. The RFID Information Server is a Java EE application that serves as the
interface for capturing and querying persistent tag-related data. The information
stored includes both tag ID's and the attributes needed to map them to business
events. The RFID Management Console is a web-based application that gives an
operational view of readers and the Event Manager. It enables administrators to
modify system parameters in a running environment.

Working together the Sun RFID Software components seamlessly tie edge events
from RFID devices into end-to-end business solutions.

Features Strong and weak points
- EPCglobal compatible ALE server

- Development kit available

- Possibility to use with JCAPS through RFID JCAPS
Compliance : EPCglobal

& Simple configuration and
management tools

&y Integration with existing
business systems

& Supports sensor data

@ Works best with other
products of SUN
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Architecture overview
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Figure 10 SJS RFID Software Architecture

Evaluation
(poor/correct/good/excellent)
- community : good

- use case coverage : fair

- extensibility : good

- set-up costing : good
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3.10 RFID Library

3.10.1 RFID-perl

URL : Editor/Main contributor : This software is
http://www.eecs.umich.edu/~wherefid [an outgrowth of the Whereabouts project
/code/rfid-perl/ at the University of Michigan. It was
Version: primarily written by Scott Gifford.
License : University of Michigan's standard |Platform client :

license Platform server :

Language: Perl

Description
This software allows the writing of independent code from types and brands of

RFID readers and to facilitate the writing of new drivers.

For that, it provides an interface to RFID readers with common code to the
various readers. The drivers of Matrics and Alien readers take 1000-2000 lines of
codes. Writing new drivers should take a week and a similar amount of code.
This software also supports EPC tags and code is using a tag interface.

Features

- RFID::Reader - Abstract class for a RFID reader

- RFID::Tag - Abstract class for a RFID tag object

— RFID::EPC::Tag - This class implements an EPC tag based on RFID::Tag.
It allows tags to be created based on the fields of the various EPC tag
types, and allows tag IDs to be parsed into their EPC components.

— RFID::Matrics::Reader - Abstract class for a Matrics RFID reader

- RFID::Alien::Reader - Abstract class for an Alien RFID reader

Compliance : EPC Global
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3.10.2 RFID C library

URL: Editor/Main contributor :
http://savannah.nongnu.org/projects/rf|Platform client :
id/ Platform server :
Version: 1.10

License : GNU General Public License v2 or
later license

Language: C

Description
RFID C library is a set of functions which allows the dialog with RFID device. It

provides tools that can be used in a program which is notified when tags are
within range of readers and to read or write data on RFID tags.
Supported Readers:
Series 6000- HF-I RFID Evaluation Kit (RI-K10-001A) product
Inside Contactless product range
Supported Tags:
All ISO-15693-3 conformant RFID tags

3.10.3 RF-Dump

URL : _http://www.rfdump.org/ Editor/Main contributor : Lukas Grunwald
Version: 1.5 at RFDUMP.org

License: GPL Licence. The Java application |Platform client

requires certain additional libraries and Platform server :

packages, some of them published under
different licenses.

Language: C

Description
RFDump is a backend GPL tool which can detect RFID tags with interoperability

with RFID ISO readers. It allows to display and modify the user data of a tag and
to show its meta information: tag ID, tag type, manufacturer, etc.

Supported Readers:
ACG Multi-Tag Reader or similar card reader hardware.
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Section 4  State-of-the-art Proprietary Middleware Platforms

4.1 Overview

Competition is high in the market of proprietary RFID middleware, although not
single solution is yet leading it. The enormous market potential has attracted
leading technology vendors such as IBM, Oracle, Microsoft, SAP, Sun
Microsystems and HP. However, some vendors have already retired from this
competed market without being able to profit from it. Reasons include the lack of
common standards and clear business benefits (in particular when infrastructure
costs are driven by proprietary technologies), and privacy and security issues
around RFID. Other vendors such as ConnecTerra and RedPraire merged their
products and/or evolved into complete supply chain systems. Moreover, research
on RFID middleware is scarce and the only reliable available report dates from
2004, when Forrester Research first studied the market for RFID middlewarel.

It is therefore not the intention of this document to undertake thorough research
on the market of proprietary RFID middleware, which is by definition opaque
because vendors do not openly and objectively publish their characteristics and
price and have opted for low-profile PR since privacy and security issues started
to undermine the image of their customers. Conversely, the purpose of this
document is to provide a glance on the potential proprietary competitors for
ASPIRE, and their relative competitive advantages and disadvantages.
Consequently, this section focuses on the study of the most relevant proprietary
RFID middleware products available on the market. Moreover, existing
proprietary RFID middleware solutions are not considered competition for ASPIRE
because its core product will be Open Source Software and distributed under a
royalty-free license.

Importantly, many vendors have migrated their middleware solutions to Service
Oriented Architecture (SOA), which achieves similar results but based on
standard building blocks such as OSGI etc.

The following table summarizes the characteristics of the selected products and
their comparison with ASPIRE’s proposed characteristics (unconfirmed: based on
claims made by their providers and on preliminary research):

1 Leaver, Sharyn. Evaluating RFID Middleware, Forrester Research, August 13 2004.
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ASPIRE proposed features*
Product Vendor
. . User Privacy-
Lightweight friendly Affordable Programmable friendly
iMotion GlobeRanger Y Y Y N N
. . Low-cost
WebSphere IBM Lightweight N version Y N
version available )
available
Integration Manhattan
Platform Associates N Y N N N
OAT Foundation | a1 g\ stems Y Y v N N
Suit
Sensor Oracle N N N Y N
capabilities
NetWeaver SAP N Y N Y N
SmartChain Savi Technology N Y N Y N
RFID Tibco Software Y N Y N N
Interchange

Table 3. Comparison of proprietary middleware platforms

* These middleware platforms are evaluated with regards with the expected features of the future ASPIRE solution
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The following sections only focus on 3 of these solutions (i.e. OAT Systems, IBM
and SAP). These three middleware platforms have been shown to be leading the
current RFID market. We detail their characteristics and history.

ASPIRE proposed features*

Product Vendor
Light- User Afford- | Program- Privacy-
weight | friendly able mable friendly
iMotion GlobeRanger Y Y Y N N
light- Low-
WebSphere IBM weight N cost Y N
version version
available available
Integration Manhattan
Platform Associates N Y N N N
OAT
Foundation S (s)’g[ns Y Y Y N N
Suit Y
Sensor Oracle N N N Y N
capabilities
NetWeaver SAP N Y N Y N
SmartChain Savi N Y N Y N
Technology
RFID Tibco
Interchange Software Y N Y N N

Table 4. Comparison of proprietary middleware platforms (Synthesis of each tool)

* These middleware platforms are evaluated with regards with the expected features of
the future ASPIRE solution

The following sections only focus on 3 of these solutions (i.e. OAT Systems, IBM
and SAP). These three middleware platforms have been shown to be leading the
current RFID market. We detail their characteristics and history.
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4.2 OAT Systems and OAT Foundation Suit?

OAT Systems was one of the first software companies to offer RFID middleware.
The company was founded in 2001 by Sanjay Sarma, their Chief Scientist, and
Prasad Putta, responsible for business and technical strategic partnerships.
Sarma co-founded MIT's Auto-ID Centre and has served as its Chairman of
Research. OAT's headquarters are in Waltham, Massachusetts, USA.

The goal of most RFID deployments is to integrate data from multiple facilities or
across trading partners to provide a clear view of a business's operations,
inventory and asset movements. Therefore the key to being successful in
translating the real-time world of RFID to the business world of ERP is a
successful RFID middleware product. This has to be easy to use as well as having
a flexible architecture allowing cost effective implementation of the software.
Once you have this foundation then you can exploit the additional data that is
generated by RFID.

OAT Systems has come a long way since 2004 and their first analyst review
which highlighted some issues around enterprise-class integration and data
management capabilities. Those issues have been solved and OAT Systems has
used their experience of implementation to enhance the basic functions of RFID
middleware so that it is easier to implement through the use of its preconfigured
Use Cases and, in addition, the architecture topology for implementation is
flexible so that the software can be implemented on a great variety of
alternatives. On top of this OAT Systems is now delivering pre-configured
application solutions that leverage its middleware.

Bloor sees OAT Systems as one of the scene-setters of the RFID Middleware
market and therefore should be one of the first names on a selection list.

URL : http://www.oatsystems.com/

Modules:

o OATenterprise: provides centralised data management for analytics and
visibility across the enterprise.

o OATxpress: is the runtime part of OAT Foundation Suite and supports RFID
data management and real-time alerts for a single edge unit.

o OATdesigner: is a graphical tool which allows users to modify and create new
business scenarios.

o OATdevice manager: OATdevice manager manages large-scale and dense
device deployment scenarios, including non-RFID devices for alerts and
exception handling.

Sources:
Simon Holloway, Bloor Research, 13 Feb 2008.
OAT Systems website.
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Features

Built-in adapters for trading partner data.

Consistency engine uses inference logic and business context to turn
noisy, incomplete, and error-laden data into a clean view of a business's
RFID data.

"Best practice" scenarios for tagging, pallet building, shipping, and
receiving goods come “out of the box” and enable organizations to reduce
costs and time of deployment

Fast/thin deployment modes enable businesses to optimize
deployment architecture and manage readers across large numbers of
remote sites (e.q., retail stores) by separating platform components
Hardware support for the range of devices required to run an RFID
deployment, including RFID readers, bar-code scanners, PLCs, and label
printers

Device monitoring dashboard provides up/down status of RFID
hardware infrastructure and sends alerts in the event of performance
failure

Maintains the EPC nhumber management structure and becomes the
system of record for EPC number management

Compliance : EPCglobal

Architecture overview

The provider does not supply details of its architecture.
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4.3 SAP and NetWeaver?3

SAP RFID middleware is integrated with the application layer, so it is very
difficult to classify and compare with other middleware software.

From the SAP website and whitepapers: « There are two major elements of SAP
solutions for RFID, which are described in detail in the following sections:

SAP Auto-ID Infrastructure facilitates the capture of serialized data from the
devices at local sites and provides the business context to turn the date into
meaningful business events. SAP Auto-ID Infrastructure commissions,
configures, maintains, and translates serial numbers (EPC, UID, and others)
as necessary for building the first-level product-information layer. It also
communicates with the business applications (SAP or non-SAP) to access the
business context information necessary to properly validate and store serial
information. Communications are generally handled via the SAP NetWeaver®
Exchange Infrastructure (SAP NetWeaver XI) component. SAP Auto-ID
Infrastructure includes preconfigured business functionality for inbound
receiving, outbound shipment, e-kanban, and more [.]

Serialized information collected by SAP Auto-ID Infrastructure (or other
EPCglobal compatible middleware) is often detailed, and is stored in the auto-
ID infrastructure instance that is local to the originating site. Some of this
information is routed to the SAP object event repository, where it is available
to support applications that require visibility between sites in the enterprise,
or between the enterprise and other trading partners, to support a full range
of business processes. »

SAP is one of the leading RFID Middleware vendors with significant market
presence. On the negative side, the SAP Auto-ID Infrastructure is a closed one
and integration possibilities with non-SAP products are limited, particularly with
other ERP and SCM systems.

URL : http://www.sap.com/
Modules:

O

Mapping and rules processor — Messages arriving from devices on the plant
or warehouse floor are mapped, based on device location and event type to
configurable rules, which determine the business event that has occurred
and what sequence of activities to execute.

Activities — Discrete programs perform a specific action such as validations,
updates, and communications required to execute the business process.
Activities contain parameters such as exception criteria and thresholds.
Activities are based upon the ABAP™ programming language workbench,

Sources:
Leaver, Sharyn. Evaluating RFID Middleware, Forrester Research, August 13 2004
SAP website.
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which allows a company to modify existing activities and create its own to
match its business requirements.

Routing engine - The interpreted data in SAP Auto-ID Infrastructure is
mapped to the relevant business objects inside the SAP Business Suite family
of business applications, including the SAP ERP application, to facilitate
automation of business processes. Using the mapping functionality of SAP
NetWeaver XI, it is also possible to map to processes and data in non-SAP
applications.

Prepackaged, configurable support for business processes — Many business
processes are supported by preconfigured content, including inbound
receiving, outbound shipments, and RTI tracking. These processes, as
described in the previous section, can be deployed out of the box or can be
flexibly configured to meet specific organizational requirements.
“Prepackaged and configurable” means that rules and activities are created
and packaged in a way to support the processes mentioned above, including
all document and status associations.

Serialized number and format management - Supports encoding and writing
RFID tags, including Gen 2 RFID tags

Operational or perpetual database - Stores site-level EPC serialization data
and associated observation and event data, multilevel data aggregation, and
associated business data. This repository integrates with the object event
repository (see next section) and can be used to facilitate local reporting.
Integration with business planning and execution applications via SAP
NetWeaver XI — Supports preconfigured integration with SAP ERP, as well as
the ability to integrate to non-SAP back-end enterprise resource planning
(ERP) applications

Analytical reports — Predefined content for the SAP NetWeaver Business
Intelligence (SAP NetWeaver BI) component allows for the tracking of a
range of critical key performance indicators (KPIs) such as tag read and
write statistics or supply chain metrics including cycle times and dwell times.

Features

SAP Auto-ID Infrastructure features a number of important enhancements:

O

o

Service enablement of numerous SAP Auto-ID Infrastructure services to
facilitate the development of customized processes that leverage serialization
Support and integration for the SAP object event repository, SAP enterprise
EPCIS technology. The SAP object event repository is an enterprise-level
serial number repository for serialization standards such as EPC, UID, and
others. Together with SAP Auto-ID Infrastructure, this repository is intended
to be the system of record for all enterprise serialized information. The
object event repository is based on the core requirements specified by
EPCglobal, including the EPCIS capture interface and the EPCIS query
interface.

The generic document interface, which enables easy integration of ERP and
other legacy systems’ documents with SAP Auto-ID Infrastructure for the
enablement of serialized processes beyond the standard documents - With
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this tool, it is possible for the customer to set up configuration to facilitate
the download from the ERP system into the auto-ID infrastructure (via SAP
NetWeaver XI) of any standard business document, without the need for
customizing.

Compliance : EPCglobal, UID and others (configurable)

Architecture overview

RFID Tag Back End

Mobile Device

ki
>
a
E
X
[

Device Controller
Message Input
Message Mapping
Rule Engine
Activities
Outbound Queue

SAP NetWeaver® Xl

Data
Rule

Web Content Act_:ess

leb Dynpro Objects

SAP’ Auto-1ID
Auto-ID
Infrastructure Database

IDoc sent to SAP NetWeaver X1 t IDoc sent from SAP NetWeaver XI

Figure 11 NetWeaver architecture
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4.4 |BM and WebSphere?

Originally, IBM was leveraging on its mature WebSphere integration platform to
provide RFID services. Additionally, it was developing a series of tools to provide
RFID transactions with business sense and communicate with the integration.
Particularly, IBM extended WebSphere to include an “RFID Premises Services”
which is an application platform that performs the functions of the Premises
domain within the IBM RFID solution architecture. The Premises Server processes
RFID information and events from the RFID readers, controllers and automation
equipment of the Edge domain, and provides access to RFID information to the
Business Processing Integration domain.

More recently, IBM has integrated its RFID tools in the “IBM PLACES
Middleware”, which is Middleware that allows the integration of various
positioning technologies and the consolidation of them with ease into a single,
managed interface middleware that includes a set of easy-to-use, location-based
programming APIs. These type of middleware is defined by IBM as “Location-
Aware Service (LAS) is middleware”, or middleware that lets application
providers take advantage of location-based services from multiple vendors, while
providing application developers with an easy-to-use, yet powerful, application
programming interface (API). IBM PLACES (Points-of-interest, Locations, and
Asset Catalog for Enterprise Services) Middleware is an implementation of LAS
that provides indoor, location-aware services implementation that allows real-
time positioning using various radio frequency (RF) technologies, asset tracking,
geocoding, mapping, and directory services from the user's Web application.

Other RFID tools provided by IBM include the “RFID Integrated Solution
Enablement”; the “RFID Device Development Kit”; and the “Application Level
Events (ALE) Preview for RFID” (see definitions below).

For this reason, IBM’s RFID Middleware solutions are not “turn key” and rather
oriented toward the development of tailor solutions. For instance, IBM PLACES
Middleware provides a set of front-end Java™-based standard APIs that
developers can call to perform location-aware functions such as real-time
coordinate positioning, geocoding, or mapping. Developers can focus on the
application without worrying about tedious implications. On the back end, IBM
PLACES Middleware consolidates various positioning technologies using a Java-
based, configurable adapter framework. It also integrates various location
warehouses.

URL : http://www.ibm.com/

Modules/tools:

o Theseos Query Engine for Traceability Networks: A demonstration of a
technology that allows supply chains to track items quickly and efficiently

Sources:
IBM website.
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without compromising confidentiality and control of participating
organizations.

o IBM PLACES Middleware: Middleware that allows the integration of various
positioning technologies and the consolidation of them with ease into a
single, managed interface; middleware includes a set of easy-to-use,
location-based programming APIs.

o IBM PLACESadmin: A visual Web interface for creating indoor, location-based
Web applications.

o RFID Integrated Solution Enablement: A Model-driven development and life-
cycle management system for embedded solutions.

o RFID Device Development Kit: A set of tools and techniques for interfacing
RFID readers and other related hardware into IBM's RFID middleware
solution. (This is an ETTK technology.)

o Application Level Events (ALE) Preview for RFID: An implementation of the
EPCglobal Filtering and Collection Work Group's ALE (Application Level
Events) specification. (This is an ETTK technology.)

Features

o Lightweight version available

o Configurable, flexible, possibility of tailoring

o Multiple choices available

o Openess of interfaces

Compliance: EPCglobal and others (configurable).

Architecture overview

Since IBM offers many different tools for RFID and these can be combined in
different ways, there is no single architecture for this provider. However, the
Websphere Integration Reference Architecture is provided:

Figure 12 WebSphere architecture
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Section 5 Other approaches to RFID middleware design

5.1 Trends in middleware platform design

This section provides a brief summary of other approaches and trends in RFID
middleware design that either do not fall in the categories presented in previous
sections or are only mentioned in journal or conference proceedings. In general,
these works address the same gaps in middleware development than those
found in the previous two sections. These gaps include the following:

a) Middleware platforms need to address in a better way their integration
with upper layer back end servers at the business level

b) Middleware platforms need to device innovative schemes for manipulation
of data due to the huge amount of reads generated by item level
applications.

c) Middleware platforms need to cope with the unreliable nature of the
underlying physical layer reading processes.

d) Middleware platforms need to solve and tackle the increasing privacy and
security threats in RFID solutions

e) Middleware platforms need to consider the particular features of RFID
systems integrated in mobile devices and with resource constrained
hardware platforms.

f) Middleware platforms need to be updated as regards the management of
their components and the creation of RFID applications.

g) Middleware platforms need to integrate better with Internet networking
technologies

Addressing the points (a) and (f) above we find the work in [35] where the
authors introduce an application level architecture for RFID middleware. The
architecture combines a process engine with SCA (Service Component
Architecture) and an OSGi component library. The architecture is especially
designed to facilitate application development using several business processes
modeling tools and concepts. JMX is used for managing the different components
of the system. The architecture is reproduced in Figure 16. Details can be found in
[35].

To cope with a wide variety of requirements on middleware platforms, the
authors in [32] propose a component-based reconfigurable Middleware (CRRM)
that can be adapted to different applications. The layers and the architecture
used for implementation are displayed in Figure 13.

Another middleware architecture based on components is presented in [36],
where the authors use a combination of OSGi and JBPM (Java Business Process
Management) to implement workflow concepts. The architecture proposes the
extraction, generation and dynamic management of RFID application
components, which enables component reuse and plug & play in the RFID
business process, simplifies the reuse of RFID application workflow.

With the aim of providing a high level of scalability to a middleware platform, the
authors in [37] present an approach based on a publish/subscribe mechanism
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and on SOA (Service Oriented Architecture). The idea on this proposal is to use
the loose coupling philosophy of SOA so as to get rid of the one to one
relationship between readers and middleware platform. In this way, a large
number of readers can be directly introduced in the architecture without needing
to change application or architectural design in the middleware. The mechanisms
simply consists of using a publish/subscribing mechanism that is in charge of
forwarding low level data and upper layer requests to the adequate destination.
RFID middleware servers can therefore be easily aggregated or removed from
the deployment as required. Component and architectures are shown in Figure 14
and Figure 15.

RFID Middleware

pplications |
Ssiens Mangement

(a) (b)
Figure 13 (a) Layers and (b) architecture of CRRM (taken from [32].)
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Figure 14 (a) Components of the publish/subscribe system and (b) components of the
publish/subscribe server (taken from [37])
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Figure 15 Components of RFID Data server (taken from [37])

Dealing with points (a) and (b) we find the work in [11] where the authors
propose a descriptive language and an automated detection method for complex
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events in RFID. This work recognizes the need for an appropriate modeling tool
of business events with complex operations such as aggregation of items and
nesting. The descriptive language is complemented by an automated method to
process, detect and optimize the information retrieved by each RFID event.

Using a similar approach, the authors in [19] propose an NFA (non-deterministic
Finite automate)-based RFID event detection technique for Complex Event
Processing (CEP). The authors address CEP problems over multigranularities
RFID streams, i.e. thy address cases where tags are grouped in boxes, pallets or
single units. Their analysis aims at optimizing the computation complexity while
preserving adequate RFID event detection levels.

The work in [18] proposes a hew middleware architecture, based on multi-agent
software modules, that uses the PASSI methodology to address scenarios with
asset management. This architecture is reproduced, for convenience, in Figure 17.

Addressing points (b) and (d), the authors of propose tag search protocols with
enhanced security features and with low complexity. These lightweight protocols
are mainly intended for passive tags with resource constrained processing
complexity. The protocols are based on Linear Feedback Shift Registers (LFSR)
and Physically Unclonable Functions (PUF), and mainly prevent attacks from
eavesdropper readers and tag or reader spoofing. The complexity of the
protocols, as stated by the authors, is no more than 1400 hardware gates on
tags.

Another approach to security is given by the authors in [17] where they use an
access control scheme as a security layer of a reconfigurable middleware
platform based on OSGi. The middleware platform is especially designed for
providing security in ubiquitous environments. The proposed middleware
architecture is displayed in Figure 18.

Further security issues are tackled by the security-enhanced RFID middleware
platform proposed in [31]. This platform deploys a novel context aware access
control service at the level of the ALE service. The access control scheme
prevents from unauthorized users to have access to consolidated data provided
by the ALE or FC server. The proposed middleware architecture is displayed in
Figure 19, while the access control mechanism and the access control policy are
displayed in Figure 20.

Another approach to tackle points (b) and (c) is given by the data cleaning model
used by the authors in [15]. The authors propose a virtual spatial granularity
concept together with a Bayesian estimation algorithm to cope with false
positives and false negative reads. The virtual spatial granularity concept exploits
the fact that tags across a supply chain follow similar movement and spatial
locations. The algorithm classifies tags according to their spatial movements and,
hence, improves their probability of correct detection by estimating their next
movement.
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Figure 16 RFID SCA middleware architecture proposed in [35].
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Yet another approach for improving reading reliability in RFID systems is given
by the work in [9] and [26]. The authors have proposed a middleware
architecture called RF’ID which is based on the concept of context aware and
virtual reader and path abstraction model. Additionally, their design is oriented
to organize queries in an efficient manner and provide high levels of reliability
and scalability. The main concept consists of creating virtual readers, which
consider the unreliable nature of each interrogator, and virtual paths that serve
as a higher level abstraction that can identify and follow a tag moving across the
environment. A virtual path, hence, can cope with false negative and false
positive reads of a tag moving across different virtual readers. The architecture
of RF?ID is displayed in Figure 21.
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